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Abstract—With the rapid development of fields such as the
Internet and satellite communications, the number of network
protocol types has gradually increased, including numerous
proprietary or unknown protocols. However, most research has
focused on common network protocols, neglecting satellite com-
munication protocols. Given the relatively simple features of
captured bitstream data, extracting key bitstream sequences as
protocol features is an effective method for satellite protocol
feature extraction. Based on the analysis of satellite protocol
structures, including DVB compliant with ETSI standards, this
paper proposes a feature extraction method utilizing the BFIS
algorithm and frequent sequence splicing via the FSS algorithm.
This approach dynamically stores subsequence frequencies in a
feature-analysis matrix, calculates similarities between different
modes, and is employed to extract features of unknown satellite
protocols based on DVB. The clustering results are then mapped
to actual protocols. Experimental results on both simulated satel-
lite protocol data and the ISCX VPN-nonVPN dataset show that
the BFIS algorithm significantly improves accuracy, achieving
97.62% accuracy on DVB datasets and 95.16% accuracy on
ISCX VPN-nonVPN dataset, demonstrating its effectiveness in
extracting satellite protocol features.

I. INTRODUCTION

The rapid evolution of satellite communication technologies
has driven the emergence of novel protocols, yet unidentified
protocols pose critical risks including communication failures
and security breaches [1], [2]. Current research predominantly
focuses on known protocol analysis through rule-based and
statistical methods [3], while solutions for unknown protocol
recognition remain underdeveloped. Recent advances leverage
data-driven approaches such as deep learning [4] and multi-
feature fusion [5] to address dynamic network environments.
To overcome limitations in handling complex unknown proto-
cols, this work proposes a machine learning-based framework
integrating statistical pattern mining and adaptive feature ex-
traction, enabling robust protocol identification without prior
knowledge while maintaining computational efficiency.

With the diversification of network protocols and the in-
creasing complexity of network attack methods, traditional
methods struggle to meet the growing demand for efficient,
flexible, and accurate analysis [6], [7]. Therefore, this paper
proposes a feature extraction and pattern recognition method
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based on statistical learning and machine learning, which
effectively extracts valuable frequent patterns from complex
satellite protocol traffic.
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Fig. 1. Physical Layer Frame Structure in Satellite Communication Pro-
tocols. The illustrated frame architecture delineates the integrated organization
of satellite communication protocols, which underpins BFIS’s efficient feature
extraction mechanism.

In summary, the main contributions of this paper include:

« Propose a feature extraction method for the physical layer
of satellite protocols. This method combines the FSS
algorithm for frequent sequence concatenation, utilizing a
feature analysis matrix to dynamically store subsequence
frequencies and calculate the similarity between different
patterns. It overcomes the problem of low feature extrac-
tion efficiency in traditional bitstream protocols.

o Introduce a general frame structure to represent the phys-
ical layer of the satellite protocol, with protocol frame
structures of DVB-S2, DVB-S2X, DVB-RCS, and DVB-
RCS2 analyzed based on ETSI standards, and validation
is performed using public datasets.

o Present experimental results showing that based on the
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proposed feature extraction algorithm, mapping clustering
results to actual protocols yields accuracy rates of 97.62%
and 95.16% on simulation-generated datasets and the
ISCX VPN-nonVPN dataset, outperforming traditional
advanced algorithms.
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Fig. 2. Schematic diagram of feature extraction.

II. RELATED WORKS
A. Protocol Feature Structure

Current research on DVB satellite protocols predominantly
focuses on DVB-S2, DVB-S2X, DVB-RCS, and DVB-RCS2
standards. As shown in Fig. 1, we select DVB-S2 as the rep-
resentative case, constructing a frame structure compliant with
ETSI standards [8] that comprises XFECFRAME timeslots,
pilot blocks, and PLHeader segments (SOF + PLSCODE).
While DVB-S2X extends the MODCOD schemes from DVB-
S2, the RCS/RCS2 protocols however employ burst-based
encapsulation with TCP/IP and Generic Stream Encapsulation
(GSE) formats for return channel signaling [9]. Salih and
Hameed conducted an comprehensive review of the DVB-
S2 satellite communication system, emphasizing its enhanced
performance characteristics over previous standards [10].

B. Protocol Feature Extraction

Traditional methods predominantly extract packet-level
features (IP/port identifiers) and traffic statistics (packet
size/delay) through manual rule design [11]-[13]. While ef-
fective in controlled environments, these approaches struggle
with computational efficiency and generalization in dynamic

networks due to dependency on predefined features [14].
Emerging machine learning techniques address these limi-
tations through automated pattern discovery. Support Vector
Machines(SVMs) enable statistical feature classification [15],
while graph neural networks(GNNs) model protocol relation-
ships through graph convolutional operations [16]. Hybrid
architectures(e.g., CNN-LSTM) improve accuracy by jointly
learning spatiotemporal packet features [17], demonstrating
superior adaptability to encrypted traffic and unknown protocol
scenarios compared to conventional methods.

III. METHODOLOGY
A. Pre-processing

Preprocessing forms a critical foundation in unknown pro-
tocol recognition, preprocessing methods mainly address two
tasks:

a) Uniform data length: This operation focuses on elimi-
nating consecutive repeated values at the end of protocol data
and ensuring data consistency. In practical scenarios, when the
effective length of protocol data is too short, large amounts of
consistent padding is often added to meet the length standards
specified by the protocol. These trailing padding fields hold
no substantial meaning, and as protocol data containing such
padding increases, the data distribution is disrupted, ultimately
interfering with the accuracy of protocol recognition.

b) Removal of “0x00’ values: The “0x00” value is very
common across various protocol data, and its semantics can
vary depending on the protocol. Removing this value can
effectively reduce the ambiguity of data features and highlight
the key characteristics of the protocol data. We will keep the
protocol data consistent after removal.

For a given frame of length n, it extracts subsequences of
length [ using a sliding window technique. Let frame =
[b1,ba, - -+, by], the extracted subsequence is sequence = [b;,
bit1,* ,biyi—1), and it is converted into a decimal number
using the formula:

-1
decimal = Zbiﬂ' x ol=1=J (1)
§=0

where,b;y; € {0,1}. Fig. 2 shows the schematic diagram
of feature extraction, included building frequent itemsets and
frequent sequence splicing.

B. Feature extraction

a) Building Frequent Itemsets: In this study, the frequent
itemsets are constructed using the BFIS (Build Frequent Item
Sets) as summarized in Algorithm 1. The following outlines the
algorithm process and the principles and operations involved
in each key step.

The method initializes a defaultdict structure as feature
matrix[k] = > local_matrix,,[k], where m iterates over all
local matrices. Multithreading processes all data frames in
parallel, merging local matrices into a global feature matrix
that dynamically stores subsequence occurrence frequencies.
The proposed algorithm leverages defaultdict properties to
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construct the query matrix in a single step, replacing traditional
multi-scan approaches and eliminating the need for repetitive
scanning. For each local result, key-value pairs update the
feature matrix at corresponding keys, with non-existent keys
automatically created and initialized to 0. The query matrix
is generated by linking frequency information with binary
sequences, where each key-value pair in the feature matrix
directly maps to a query matrix entry. Finally, for the
classification of frequent itemsets, for each element in the
query matrix, the total frequency is first calculated:

total_frequency = Z frequenciesli] )

7

If the number of sequences is 1 or the total frequency equals
the first frequency value, the itemset is marked as a “fixed”
type and the frequent itemset is generated. Otherwise, the
Jaccard similarity between different sequences is calculated.
Let the sets corresponding to two sequences be s; and ss, the
Jaccard similarity is given by the formula:

sim = ——— 3)

When sim < reperqte, the itemset is marked as “inter-
active” type. In Fig. 3, we compare the frequent sequence
mining time of different feature extraction algorithms. Our
BFIS algorithm can accelerate the calculation process when
processing large-scale data due to the use of multithreading for
parallel computation. A binary sequence is used to represent
a set of feature items. It can generate interactive frequent item
sets according to sequence similarity, avoiding the fixed can-
didate set generation process like Apriori and FEMSA (feature
extraction method of statistical analysis), thus improving the
flexibility and adaptability of the algorithm [18], [19].
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Fig. 3. Comparison of frequent sequence mining time for different

algorithms with varying data frame sizes.

The computational complexity of the BFIS algorithm is
analyzed as follows:

Algorithm 1: BFIS Algorithm

Input: Binary Data Frames, 1, Similarity Threshold
Output: Frequent Item Set F'IS
Initialize feature matrix: FM <+ ()
foreach frame f € data_frames in parallel do
for i < 0to |f| —1 do
s+ fli:i+1]
decimal + BinaryToDecimal(s)
FM]ldecimal] < FM|[decimal] + 1
end
end
query_matriz < )
foreach (decimal, f) € FM do
query_matriz[decimal] « {sequences :
[DecimalToBinary(decimal, l)], frequencies :

[f1}
end

FIS + 0
foreach (decimal, data) € query_matriz do
s < data.sequences f < data.frequencies
total_f + Sum(f)
if |s| = 1 or total_f = f[0] then
fis[decimal] < {type : fixed, sequences :
s, frequencies : f}
else
for i <~ 0to |s| — 1 do
for j < i+ 1to |s| do
s1, 82 « Set(sl[i]), Set(s[4])
stmilarity < |s1 N s2|/|s1 U s2|
if similarity > repe_rate then
fis[decimal] + {type :
interactive, sequences :
[s[7], s[j]], frequencies :

(1], fII1T

end
end

end
end

end
return Frequent Item Set

« Time Complexity: O(n-m/p), where n is the number of
data frames, m is the frame length, and p is the number
of parallel threads.

o Space Complexity: O(k), where k is the number of
distinct subsequences.

o Comparison with Traditional Methods:

— Apriori: O(n - m - 2!) - requires multiple scans to
generate candidate sets

- FP-growth: O(n - m - logm) - requires FP-tree
construction

— BFIS Advantage: Through parallel processing and
single-scan strategy, the complexity is reduced by
approximately a factor of p (where p=8 threads in our
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experiments), resulting in 6-8x speedup compared to
sequential Apriori.

b) Frequent Sequence Splicing: Frequent sequence splicing
employs the BFIS algorithm to merge short frequent sequences
through overlap-based concatenation, where dual-loop frame
scanning first extracts length-I subsequences from prepro-
cessed data to build a frequency matrix recording subsequence
positions and occurrence counts. Candidate sequences meeting
the minimum overlap ratio p (overlap length/shorter sequence
length) are then iteratively merged, with deduplication finally
outputting maximally extended protocol patterns retaining
comprehensive sequence coverage.

In the Algorithm 2, the first step is to sort the input frequent
itemsets based on the starting position pos, which ensures
that the comparisons are done in order, reducing unneces-
sary redundant comparisons. Then, the merging loop begins,
initializing an empty set. The outer loop iterates over each
sequence x, extracting its sequence content, starting position
posz, length lenz, and frequency freq. The inner loop iterates
over each sequence y that comes after x, extracting the relevant
attributes: seqx, seqy, posy, and leny. If the starting positions
and sequence contents are the same, the loop skips that pair.
Otherwise, the overlap length is calculated:

overlap_len = max(0, posx + lenx — posy) @

If the overlap length is greater than 0 and the proportion of the
overlap relative to the length of the smaller sequence reaches
the minimum overlap ratio, then a new concatenated sequence
is created:

new_sequence = seqx + seqyloverlap_len) 4)

The new sequence and its corresponding frequency and start-
ing position are then appended to the set of long frequent
sequences. Finally, using a dictionary comprehension, the
elements in the long frequent sequences are deduplicated by
using the sequence content as the key. The corresponding
values are extracted and returned as the final output, ensuring
that each sequence in the output set is unique.

C. Hierarchical clustering

This study determines the number of clusters based on the
length of the unique label list and performs clustering using the
agglomerative clustering algorithm in hierarchical clustering.
After setting the number of clusters as njysters, the training
feature matrix is employed for model training. An empty list
is initialized to store cluster centers. For each cluster label, the
following operations are executed: training features belonging
to the cluster are selected; if the features are non-empty, their
mean is calculated as the cluster center and added to the list; if
the features are empty, an alternative center is computed using
the mean of the entire training feature matrix. This mechanism
ensures effective computation of cluster centers even when
empty clusters exist. Finally, the cluster center list is converted
into a numpy array for subsequent computations.

Algorithm 2: FSS Algorithm

Input: List of frequent sequences, min overlap ratio p
Output: Set of merged frequent sequences LF'S
Sort FIS by starting position
LFS + 0
foreach x € FIS do
Sz, Py la, fo = Extract(z)
foreach y after x do
Sy, Dy, ly = Extract(y)
if p, == py A s, == s, then
| continue
end
o =max(0,p,; + 1z — py)
if 0 > 0 A o/ min(l,,l,) > p then
Snew = Sz + Sylo 1]
LFS.add(spew, min(fyz, fy), Pz)

break
end

end

end
return Unique(LF'S)

TABLE I

DATASETS
Protocol Number of data frames/piece
DVB-S2 2000
DVB-S2X 2000
DVB-RCS 2000
DVB-RCS2 2000
ARP 15492
DNS 1575
TCP 1139
UDP 13143

IV. EXPERIMENT

As shown in Table I, the protocols studied in this paper
include DVB satellite protocol, binary protocols, TCP protocol,
UDP protocol, and others. In the context of simulating DVB
protocol data using ETSI standards and combining it with
publicly available pcap data [20] for research, the data pre-
processing workflow presents multi-stage characteristics that
are highly adaptable to the provided code. The parameters
in this paper are elaborated in Table II. In our comparative
algorithms, the parameters of other algorithms are also set to
the same values.

TABLE 1T
MODEL TRAINING PARAMETERS

Parameters Value
Initial sequence length [, Similarity Threshold [12,0.5]
Minimum overlap ratio p 0.5
n_clusters len(unique labels)
epochs 10
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TABLE III
CLASSIFICATION EVALUATION METRICS FOR FOUR ALGORITHMS

Protocol BFIS | Apriori | FEMSA | Fp-growth
Prec.% Rec.% F1.% | Prec.% Rec.% F1.% | Prec.% Rec.% F1.% | Prec.% Rec.% F1.%

DVB-RCS 100.00 91.67 95.65 94.18 91.67 92.91 95.16 91.67 93.38 100.00 91.67 95.65
DVB-RCS2 92.31 100.00  96.00 91.88 94.33 93.09 91.67 95.33 93.46 0.00 0.00 0.00
DVB-S52 100.00  100.00 100.00 | 100.00 100.00 100.00 | 100.00 100.00 100.00 | 100.00 100.00 100.00
DVB-S2X 100.00  100.00 100.00 | 100.00 100.00 100.00 | 100.00 99.67 99.83 48.00 100.00  64.86
Accuracy 97.92 | 96.50 | 96.67 | 72.92
Macro avg 98.08 97.92 97.91 96.52 96.50 96.50 96.71 96.67 96.67 62.00 72.92 65.13
Weighted avg  98.08 97.92 97.91 96.52 96.50 96.50 96.71 96.67 96.67 62.00 72.92 65.13
ARP 100.00  100.00 100.00 | 100.00 100.00 100.00 | 100.00 100.00 100.00 | 49.00 100.00  66.00
DNS 58.44 50.37 54.11 65.79 27.99 39.27 54.00 72.00 62.00 0.00 0.00 0.00
TCP 100.00  100.00 100.00 | 100.00 100.00 100.00 | 100.00 100.00 100.00 0.00 0.00 0.00
UDP 93.38 95.13 94.25 90.92 98.02 94.34 96.00 92.00 94.00 0.00 0.00 0.00
Accuracy 95.16 | 95.10 | 95.00 | 49.09
Macro avg 87.95 86.38 87.09 89.18 81.50 83.40 87.00 90.00 88.00 12.00 25.00 16.46
Weighted avg  94.89 95.16 95.01 94.28 95.10 94.20 96.00 95.00 95.00 24.09 49.09 32.32
The raw data is first converted into a binary stream for tive) _

processing. We employ a frequent itemset construction al- o Weighted Avg: W (Sample-size weighted)

gorithm to extract representative features: a sliding window
traverses the data frames, converting binary sequences within
the window into decimal values and counting their occurrence
frequencies. Multithreaded parallel processing using a thread
pool accelerates frequent itemset generation, aggregating high-
frequency binary sequences and their frequencies into a feature
matrix. The feature set is further optimized by selecting and
merging highly similar itemsets to construct refined feature
representations.

After building the feature matrix, features are extracted from
both training and validation sets. To ensure consistency, all
possible feature keys are first extracted and sorted from the
training set. The validation set then uses the same feature
keys for extraction, followed by a standardization process
to eliminate scale differences, producing standardized feature
vectors for subsequent clustering tasks.

We train the model on the training set using the agglom-
erative clustering algorithm. The number of clusters is set to
match the total count of protocol types, ensuring each protocol
type corresponds to a unique cluster. Validation set data points
are assigned to the nearest cluster centers by calculating
Euclidean distances between each validation instance and all
cluster centers.

The protocol recognition performance is quantified through
four core metrics derived from confusion matrix elements (TP,
TN, FP, FN):

o Precision: P = 7="L (Minimizing false alarms)

e Recall: R = % (Maximizing true detections)

o F1-Score: F'1 = % (Harmonic balance)

e Accuracy: A = % (Overall correctness)

For multi-class evaluation:

e Macro Avg: ﬁ Zf\il Metric; (Class-balanced perspec-

Based on the classification evaluation results presented in
the Table III, the BFIS algorithm demonstrates exceptional
performance across all tested protocols, particularly excelling
in DVB-related protocol classification. It achieves an overall
accuracy of 95.16%, second only to Apriori and FEMSA, but
still outperforming other algorithms like Fp-growth (with an
accuracy of 49.09%). The algorithm’s precision, recall, and
F1 score remain consistently high, reflecting its efficiency and
reliability.

In ARP protocol classification, BFIS achieves 100% pre-
cision, recall, and F1 score, perfectly identifying all ARP
protocol, similar to Apriori and FEMSA. In DNS protocol,
while BFIS’s precision (58.44%) lags behind Apriori (65.79%),
its recall (50.37%) outperforms Apriori (27.99%), highlighting
BFIS’s ability to better avoid false negatives. In TCP proto-
col classification, BFIS maintains its dominant performance
with 100% precision, recall, and F1 score, outperforming all
other algorithms. In the classification of UDP protocol, BFIS
achieves solid results with precision (93.38%), recall (95.13%),
and F1 score (94.25%), which, although slightly lower than
FEMSA, are still far superior to Fp-growth’s 0%. The macro-
average and weighted-average metrics also reflect BFIS’s
strong performance, with values of 87.09% and 95.01%, re-
spectively. Fp-growth shows 0.00% for certain protocols due to
its inability to extract meaningful features from these specific
protocol structures within the given parameter constraints.

Overall, the BFIS algorithm excels in protocol classification,
particularly for DVB protocols, showcasing its effectiveness
in accurately and efficiently classifying ARP, TCP, and UDP
protocol. Despite some limitations in DNS protocol precision,
its high recall ensures a more comprehensive recognition
capability, making BFIS a highly reliable and effective choice
for protocol classification tasks.
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V. CONCLUSION

This study addresses the challenge of unknown protocol
identification in satellite communications by proposing a fea-
ture extraction method based on the BFIS algorithm. Through
multi-threaded parallel processing and dynamic frequency stor-
age mechanisms, the method achieves 97.62% accuracy on
DVB protocol datasets and 95.16% accuracy on the ISCX
VPN-nonVPN dataset, significantly outperforming traditional
algorithms. Future work will explore integration with deep
learning techniques to further enhance the recognition capa-
bility for complex protocol patterns.
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